Contact

alijani.keramat.sec@gmail.c
om

www.linkedin.com/in/keramat-
alijani-cissp-cism-41529b126
(LinkedIn)

keramat-alijani.ir (Personal)
golrang.com (Company)

Top Skills

Network Security

Governance, Risk Management, and
Compliance (GRC)

Risk Management

Certifications

Certified Information Systems
Security Professional (CISSP)

ISO/IEC 42001:2023 Lead Auditor
ISO/IEC 27001:2022 Lead Auditor

Certified Information Security
Manager (CISM)

Keramat Alijani, CISSP, CISM

Cybersecurity Manager @ Golrang | CISSP | CISM | ISO/IEC
27001:2022 Lead Auditor | ISO/IEC 42001:2023 Lead Auditor

Summary

With a degree in Applied Mathematics - Cryptography and Digital
Signature from Amirkabir University of Technology (Tehran
Polytechnic), | bring a strong academic foundation in encryption
algorithms and secure communications. | am the Co-founder of
NahanKav, a cybersecurity consulting firm, where I've served

as a Cybersecurity Consultant for over two years, delivering
tailored security solutions to a range of clients, including MTN and
MohandesPishegan Co. In parallel, | serve as the Cybersecurity
Manager at Golrang Industrial Group, one of Iran’s largest
manufacturing conglomerates, where | lead a team of engineers
and analysts to protect enterprise assets and drive cybersecurity
maturity. | hold multiple professional certifications, including CISSP,
CISM, and ISO/IEC 27001:2022 Lead Auditor, reflecting my

deep expertise in areas such as penetration testing, red teaming,
threat hunting, vulnerability management, risk assessment, and
mitigation, as well as custom cryptographic solutions. Some
highlights of my recent work include improving user retention by
25% through enhanced security measures and designing a custom-
built encryption algorithm for specialized use cases. | am deeply
passionate about cybersecurity and committed to continuous
learning. My mission is to help organizations strengthen their security
posture, build resilient SOCs, and contribute to the growth and
innovation of the cybersecurity ecosystem in Iran and beyond.

Experience
TestKav

Founder
September 2025 - Present (11 months)

NahanKav
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10 years 5 months

Chief Executive Officer
June 2023 - Present (3 years 2 months)

Co-Founder
March 2016 - Present (10 years 5 months)

Golrang Industrial Group
Cyber Security Manager
October 2022 - Present (3 years 10 months)

Aligned security with business goals
Advised board on cyber risks

Drove security culture across the org
Led crisis and compliance management

Owned enterprise-level digital trust

Independent Consultant

Cybersecurity Consultant
July 2021 - Present (5 years 1 month)

Advised organizations on security architecture and best practices

Conducted risk assessments and gap analysis across systems and processes
Developed and reviewed security policies, procedures, and frameworks (e.g.
ISO 27001, NIST)

Supported compliance efforts (e.g. GDPR, PCI-DSS, HIPAA)

Delivered security awareness and executive-level training

Assisted in incident response planning and tabletop exercises

Evaluated and recommended security tools and vendors

Worked cross-functionally with IT, legal, and executive teams

Mapped technical controls to business risks and regulatory needs

Helped build long-term security strategies aligned with business goals

GolrangSystem
2 years 8 months

Infomation Security Manager
December 2021 - October 2022 (11 months)

Defined and executed security strategy
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Managed team, vendors, and budget
Oversaw risk management and policies
Reported posture to executives

Led organization-wide security programs

Head of Information Security
March 2021 - November 2021 (9 months)

Managed security team and daily operations
Developed procedures and response playbooks
Oversaw compliance and audits

Communicated risks to leadership

Drove cross-functional security initiatives

Senior Security Engineer
March 2020 - February 2021 (1 year)

Led threat analysis and incident handling
Designed and implemented security architecture
Conducted internal penetration testing

Mentored junior engineers

Collaborated with IT and DevOps

MTN

Cyber Security Engineer
January 2017 - March 2020 (3 years 3 months)

* Web application penetration testing
* Mobile application penetration testing
* Infrastructure penetration testing

» Develop scripts in Perl, Python, bash

MohandesPishegan Co.

Cyber Security Engineer
October 2015 - December 2019 (4 years 3 months)

* Penetration testing on web application
* Penetration testing on mobile application
* Penetration testing on Network

* Develop scripts in Perl, Python, bash

Amirkabir University of Technology - Tehran Polytechnic
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Teaching Assistant
July 2014 - December 2014 (6 months)

Teaching Assistant

Cource : Cryptography

Education

Amirkabir University of Technology - Tehran Polytechnic
Master's degree, Applied mathematics - Cryptography and Digital Signature
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